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Abstract of the contribution: This contribution is to solve how to block UE’s abusive attach attempt for RLOS.  

Discussion
Per TS 22.101, when a UE recognizes an origination attempt to a restricted local operator service and has not received an indication from the serving system that restricted local operator services are available, the UE shall block the origination attempt.
So, we need some mechanisms to block UE’s attach request when the UE is not available to get RLOS. 

We may expect that reasons for RLOS unavailability can be classified as UE specific and non-UE specific;
· For UE specific reasons, when a UE attempts to attach for RLOS abusively (e.g. looks not intended by human), the serving operator doesn’t want to provide this UE with RLOS for a while.

· For non-UE specific reasons, when the network for RLOS may be congested or meet temporarily some error, the serving operator wants to block all new attach attempt for RLOS until getting better. 

Accordingly if the UE is not available due to UE specific reasons, the MME rejects the UE’s attach request based on the UE’s attach record, which is identified by the UE ID e.g. IMEI (since IMSI could be not available for RLOS UE, IMEI is more appropriate than IMSI). In addition, MME may manage a black list of which UEs are not allowed due to UE specific reasons in order to block attach re-attempt of the rejected UE. 
In UE perspective, when the attach request for RLOS was rejected, the UE should not attempt to attach for RLOS to the PLMN again immediately. So such an UE access restriction can be implemented by a forbidden list of RLOS PLMN or a back off timer. 
Proposal
It is proposed to agree the following changes to TR23.715 v0.4.0.
***** Start of Changes (all new text)*****
7.x
Solution #X: Access restriction on the non-allowed UE
7.x.1
Functional Description
This is a solution to define how to block attach procedure for RLOS in order to avoid abusive attach attempt for RLOS. 

7.x.2
Procedures
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Figure 7.x.2-1: Attach procedure for RLOS which is rejected.
0.
A new SIB provided by E-UTRAN indicates that PLMN supports Restricted Local Operator Services. See clause 7.1. 

1. The UE sends an indication in Attach Request message that the Attach is for Restricted Local Operator Services. 
2.  The UE does not need to be authenticated by the MME, IMEI(SV) is retrieved from the UE. 
3.  The MME determines whether the UE is not allowed for RLOS considering the CN status (e.g. congestion, temporary error) and UE’s RLOS attach attempt record.

The MME manages the black list of IMEI in order to list up the UEs which are not allowed due to e.g. abusive RLOS attach attempt record. If it is considered that the UE attempts to attach for RLOS too frequently to accept its request more in a period, the MME would block the UE by adding the UE’s IMEI into the black list, which is maintained for a deterministic duration. 
If the retrieved IMEI in step 2 is in the black list of IMEI, the MME should reject the attach request for RLOS.
4.  The MME sends Attach reject with a cause indicating “RLOS not allowed” and optionally together with its BO duration, which is aligned with the deterministic duration in step 3. 
5.  The UE adds the PLMN into the forbidden RLOS PLMN list, where the UE will keep the PLMN in the list for the BO duration, if delivered from the MME. If the BO duration is not delivered from the MME the UE may keep the PLMN in the list during an implementation-specific timer. 
UE shall not attempt to attach for RLOS to any PLMN that is in the forbidden RLOS PLMN list.  

7.x.3 Impact on existing entities and interfaces
Impacts in UE and MME to implement the procedures defined in clause 7.x.2.

· UE: UE includes RLOS indication in Attach request for RLOS.
   UE manages forbidden RLOS PLMN list based on Attach reject with a cause indicating “RLOS not allowed” or back off timer. UE does not attempt to attach to a PLMN in the forbidden RLOS PLMN list or until expiry of BO timer. 
· MME: MME manages the blacklist of IMEI which is not allowed to RLOS in this PLMN. 
***** End of Changes *****
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